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ABSTRACT

This research aims to analyze digital forensic evidence obtained from the dating applications
ThaiFriendly and ThaiCupid openrating on the Android platform using the investigation model of
DFRW2001.The model consists of six phases: identification, preservation, collection, examination,
analysis, and presentation. The digital forensic tools utilized were MOBILedit and Oxygen.
The study simulated four scenarios data including non-deleted data, messages deleted, data deleted
with uncleared cache, and data deleted with cleared cache. This approach aimed to evaluate the
effective of the tools. The findings revealed that MOBILedit demonstrated higher accuracy than
Oxygen, achieving an average accuracy of 100% when data was not deleted and 83.33% when
data was deleted but the cache remained uncleared. In comparison, Oxygen also achieved 100%
accuracy when data was not deleted but dropped to 66.66% and 50% in scenarios where data
was deleted with an uncleared cache. However, when data and cache were fully cleared, the
accuracy of both tools dropped to 0%, highlighting their limitations in complex scenarios. This study
highlights the imperative need for the development of more robust tools and the enhancement
of data recovery techniques to enhance the comprehensiveness and accuracy of digital forensic

investigations in the future.

Keywords: Digital Forensics, Dating Applications, DFRWS 2001 Model, MOBILedit, Oxygen
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Name Date modified Type

~ aanunnsal 1 ThaiCupid 31/10/2567 21:58 File folder
~ anunsal 1 ThaiFriendly 31/10/2567 21:57 File folder
~ @nunn3ad 2 ThaiCupid 31/10/2567 21:59 File folder
. aanunnsnl 2 ThaiFriendly 31/10/2567 21:59 File folder
— aanunnsal 3 ThaiCupid 31/10/2567 22:00 File folder
~ anunsal 3 ThaiFriendly 31/10/2567 22:00 File folder
— aaunnsal 4 ThaiCupid 31/10/2567 22:03 File folder
= aanunnsal 4 ThaiFriendly 31/10/2567 22:03 File folder

awii 3 Indndaiundngiuannisdassanunisalluweundndu ThaiFriendly waz ThaiCupid

2.2.4  TUADUNITATIVEDY
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e Foyapiiiug (metadata) uazdoya GPS Feamnsalilumsssyigldnuuasaiumgnisalfeannans
AITEABUI 4 AnunTaiELARTINMNTINUT 4 BeazeBunenanmTinssiwiazaniunsaililusded
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2.2.5 ANSIATY

0, Number of Recovered Files by Tool and Platform (Scenario 1 - Non-deleted Data) 50, Number of Recovered Files by Tool and Platform (Scenario 2 - Deleted Text Data)
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L)
1
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l;u
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" "
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Ml 4 wan1snsvaeuteyadnueunaiaty M 4 aaunisal
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225 MAFIATITH
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NFATUNANITIATIZALUAAINAAIUNITTIREN U 9 Padiunisluduneunisnsia
doudeyaluinten 2.2.4 lnenewnuaziganunsiived Tansasunansiinsendwuegivtadeau
' ' U e A = 1% d' i o P
Wy suredinsdnidlefiodionalinanismeaesiiunnsniu ansaasuralalneuandlunised 3

A19197 3 NsilSguiisusesiielunsTiusamanguanieunaadume ThaiFriendly wag ThaiCupid

Envidence Tool Scenario ThaiFriendly Scenario ThaiCupid
1 2 3 4 1 2 3 4
InatanufIenes MOBILedit v v v X v v v X
Oxygen v v v X v v v X
Inldgunm MOBILedit v v v X v v v X
Oxygen v v v X v v v X
T&35Te MoBlLedit Y VY v X v v v X
Oxygen v X X X v v v X
TdiFeslnsg MOBledt Y Y Y X Y Vv X X
v oY X X v v X X

Oxygen
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Envidence Tool Scenario ThaiFriendly Scenario ThaiCupid

1 2 3 4 1 2 3 4
Tldsunus(meta- MOBILedit v v v X v v
data Heaglugunn Oxygen v X v X v v v
ERPIGHINAR
waUndadu

dn1sinsenedes MOBILedit

(MsnsK-nsesn Oxygen

Meluway)

1NA15199 3 aguranisileuiisuiaiesielunissiusiundngiuanueundindunie
ThaiFriendly wag ThaiCupid @usarhunAuiassinanuulugveaaIasilo MOBILedit wag Oxygen
Falgndngundviafilaainusiazaniunisal (¢ anunnsal) agandunislegldgnasioluil

[

ansAaunlidmiuaiwinmeAnuutiug (Mahendra & Khairunnisa, 2023) fisil

ar0
Par = x 100% (D
Z arT
Dec :
Par = Percentage of The scenario
2 ar0 = Digital evidence found
2 arT = Digital evidence total

[

A8 5AULINRINERS Tuanun1saii 3 veamsesile Oxygen Tukoundiadu ThaiCupid fatl

AHLEN - (nénguiifAuls / Sruauveamdn)* 100
= (5/6)*100
AN = 83.33%

1NNNSAUIUANULN UYL TRnTLsazan1unsallaeldiasasile MOBILedit
wag Oxygen anunsaasuarnuuduglagnandluning 5
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Accuracy Index Value by Scenario for MOBILedit and Oxygen on Thaifriendly and ThaiCupid

MOBILedit - ThaiFriendly Oxygen - ThaiFriendly

1001 100

80 80
60F 60

401 40

Accuracy Index Value (%)
Accuracy Index Value (%)

201 20

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 1 Scenario 2 Scenario 3 Scenario 4
Seenatrio Seenario
MOBILedit - ThaiCupid Oxygen - ThaiCupid

1001 100

80
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40

Accuracy Index Value (%)
Accuracy Index Value (%)

20

Scenario 1 Scenario 2 Scenario 3 Scenario 4
Scenario Scenario

Scenario 1 Scenario 2 Scenario 3 Scenarioc 4

1Y

Mui 5 NsasgviAdeiinuwivgIveunTesie MOBILedit karOxygen lumsuseaianadayaain
ThaiFriendly wag ThaiCupid

Mnamil 5 wanserdviiruusiudilumsiiundnguveasdesiie MOBILedit uag Oxygen
MnueUndIAdy Thaifriendly uag ThaiCupid Tusasanumsal Tnenamsvnaesliiadesiofsaostiy
sgmelifeulunsmuauiiinny uaslinesduilisuandlinuedisgnios (Licensed Software) Lol
fuladnesesfiovhaufuuseansam sanisiiaszyinuin MOBILedit uanarnANusiugIgenindInsy
anumaniil 1-3 Walu ThaiFriendly wag ThaiCupid duluaaumsaid 4 dsfoyauazuavgnautiavun
wesflensandliaunsofiedoyald Aanuusiudi3sananiufosar 0 sl nadwsasoudsaruanins
FadFeuiisuveaniesdionelifeuluiimunuud lilinsasunalasyhluiumnuiunvesnsldnuate

Gl

woUnALAdu ThaiFriendly uag ThaiCupid gnidenifunsdidnuilusuideiidosndu
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ﬁﬁﬁ;flsz’j’mumﬁqmiulm @Usindlnaidinni 1,000 WslndsioTu) ThaiFriendly (2024) vaugd ThaiCupid
Aduuinmamgduiditigugléinnnit 3 Sueuitilan ThaiCupid (2024) mMatueundiadusis 2 4 wild
Tinansiduazieuuunnislidausimesildlng wazidudutesinswesnuidofiniumdasingay
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a '3 aaa ¢ A & < a A a ¢ v A A aAa Py
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nsgauiuluninis Bnnsdianunsedldaulu@fifinisuinnitaIesiio@enndvddu q wu Magnet
AXIOM %58 Cellebrite 18713808311 AAN WA INYNIDNNTNDE N15LAT B paaIUsE LN Unlan a
AUSEUTEULAEATINIOUAINYNFABIVDIMANG LN (cross-validation) tinauledulunan1siasen
& X Yo a PP a | o v ¢ s A vy a Sov
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v . ~ v o | A4 A o < a a o sa oA A
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1 o = o v | Y s v P A& v a 9 a P o
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