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Abstract

One Time Password (OTP) is an important component in several authentication systems, particularly for online
banking systems. It is generally deployed as the second security layer to protect a system in case the main password
has been compromised. However, OTP itself has a few vulnerabilities. Recently, there have been several news reports
of attacks on online banking systems, even with the OTPs. Hence, in this paper, we analyze the potential problems
of various OTPs. The analysis focuses on: (1) the pros/cons of each OTP type (i.e., Email OTP, SMS OTP, Token
OTP and Mobile OTP), (2) the strength and weakness of OTP algorithms (such as Counter-based OTP, Time-based
OTP and Challenge-Response OTP). Furthermore, testbed experiments have been done to study the potential attacks

of OTPs. Finally, we present our solutions to solve the problems, and how to improve the OTPs.
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Siam Commercial Bank.

Figure 1 an Example of Email spoofing
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Figure 2 an Example of phishing website
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Figure 14 an Example of fake evidence document
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Table 1 Pros and Cons of OTPs
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Table 3 Comparison of S/Key OTP and Base 64 S/Key OTP

Problem Analysis and Security Testing of One Time Password Technology 23

type seed S/key OTP BASE64 5/Key OTP
0 HOBSIT POW NET NUTNINA G0eQ0SXCIWk=
E 1 KUDOVARYBENDBELL COLD BOTH MHxpWKr2nrs=
§ 2 AREA GIG HUTNASHKERR BEN Telcclk)Yg0=
(3 3 OVER MEN DRUB THEY DOOR DUKE umUF3G03VvA=
4 MAP MOEQUIT OLGAWING REAL JOUmMGSv+w3o=
1970-01-01 00:00:39 | SOARDOSESOAKSEA GALAQUA 0S63RB2BX])s=
o 2011-12-20 01:58:29 | WANEONTOMULETOTE VINEBOLO [ SxcewWa+ULY=
.g 2011-12-20 01:58:30 | PAN MUTENICENCODE GORY MY MfYeONp48FQ=
& 2011-12-20 01:58:31 BIG ARMYEDGY YALE REEF B57tOT0+6Xs=
2011-12-20 01:58:32 | BOMBROOF GAD NAIRALIA W7gavijur+d=
" 90552072 WHAM JOTRIO OUSTJUNKKICK 60QPf1z5Qyw=
EII 32546588 BURLOVA MAQWALL ACTA YKYXyROeapE=
; 12654858 LETS DING EEL SELL LETS 9X01z¥hskzs=
g 56854254 WAVYFOWL BLUM CRAMRIFT 6JC72qz2w38=
75568751 GLADJUG GIRD JUNK SHOW JEQmL33JQ5Y=

97N Table 3 ugadfiinsuntgynn
S/Key OTP 618 Base64 Encoding laat3agn looiiias
wazame” laviinsdiulye S/key OTP fififymidu
ANMNENIVEY OTP ﬁtﬂuvlﬂ"lﬁgaq@ﬁu 24 ddnus laols
SRuaITHALLL Baseb4 LADaAIIWINTISNYIaIED 12
AONWT Lwiﬂ'dm%'nmqmmwmwmﬁ"um‘liwhlﬁu wazle
NAFaUUILANTNINYAI Base64 S/Key OTP WLINTUIH
aSswa9mINTaNTHE OTP ﬁﬁ@wmmmgﬂﬁa@ﬁaﬂamﬁa
WsUnU S/Key OTP wuuind

v
dyUualazualanaLlie
a 1
One Time Password tHuiasasfauazidunaln
fAuNTIgRanIINIadued AUt g
d. s . .

sTUUAIEBNANfa L 9 lasiawiz Online Banking uas
E-commerce a4 l3Aany udinfiszuy OTP Wnantae A
fa8l211n13lasnTsuiuly Online Banking aanua
389 NWITpideriimsiieneinigaudsuazandan
2893200 OTP e lWiAndgmnwulu OTP udazadia
48a253: 198N UMTLE9% OTP WAz Online Banking
MuiimubiauauwInanauidaywinazTud sz
oTP l¥fidsaninnuasianuiuasunnis

w luvaanalulad oTP luawiaa a1ain
Mobile OTP shazidugtuuufigninanlfauunusluuy
A A . e = o
Bug Wasmomananaolsems wu §lolidndudas
wnwgUnsoliia Lidasduiiugeansal Token OTP

4 4 . X

AN BAANNLFLIND1AATUIN SMS spoofing LAz
Trojans LJwaw% &% OTP Algorithm filuNzRuny
320U Online Banking Nfa Challenge-Response OTP
WA NTRAIFINIILL LAY waaslasunsudla
waztSudyslusundalidymlvtwaonon

naanssnlsznia

Tassm¥33uit leFunuaanuunaiivnnesdszanmneld
Uszdntoulazanm 2557 4 INgauamIaIaNa Lazm
AANBUNNTITLINA BN UA ENITUNTITDUAITA

L@N&13919D9

1. Haller N, Metz C, Nesser P, Straw M. A One-Time
Password System. IETF, RFC 2289, February 1998.

2. a9y uWITUN3. Master in Security 2" Edition. N
s 1. wuny3: U3En 1add wiilss d1ia; 2553.

3. Krawczyk H, Bellare M, Canetti R. HMAC: Keyed-
Hashing for Message Authentication. IETF, RFC
2104, Feb 1997.

4. Raihi D, Bellare M, Hoornaert F, Naccache D, Ranen
O. HOTP: An HMAC-Based One-Time Password
Algorithm. IETF, RFC 4226, December 2005.

5. Raihi D, Machani S, Pei M, Rydell J. TOTP: Time-
Based One-Time Password Algorithm. IETF, RFC
6238, May 2011.

6. Haller N. The S/KEY One-Time Password System.
IETF, RFC 1760, February 1995.

7. Feigenbaum E. A more secure cloud for millions of
Google Apps users. [online]. September 2010 [cited
18 April 2014]; http://googleenterprise.blogspot.
com/2010/09/more-secure-cloud-for-millions-of.html.

8. A Few Updates to Make Your Mobile Experience
More Safe and Secure. [online]. 7 June 2012
[cited 17 April 2014]; https://www.facebook.com/
notesfacebook-security/a-few-updates-to-make-your-
mobile-experience-more-safe-and-secure/10150839
779545766.

9. ﬁ%’]ﬂ’]SLL‘V\'\‘iﬂiZLWﬂVLVIEJ. LﬁﬁJﬂ’li%ﬂ‘]ﬂ’lﬂ’J’]ﬁJﬁuﬂd
Uaaade d28n15l% Two-Factor Authentication.
[online]. May 2008 [cited 3 May 2014]; http://www.
bot.or.th/Thai/PaymentSystems/Publication/ps_
pamphlet/Pages/Pamphlet_May2008.aspx.

10. Kaspersky Lab. ZeuS-in-the-Mobile — Facts and
Theories. [online]. October 2011 [cited 24 March
2014]; https://www.securelist.com/en/analysis/
204792194/ZeuS_in_the_Mobile_Facts_and_Theo

ries.



24

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Thumsiraruk et al.

Kaspersky Lab. Android Trojan Found in Targeted
Attack. [online]. March 2013 [cited 24 March 2014];
https://www.securelist.com/en/blog/208194186.
Mimoso M. Android Banking Trojan Svpeng Goes
Phishing. [online]. 2013 [cited 24 March 2014]; http://
threatpost.com/android-banking-trojan-svpeng-goes-
phishing/102822.

Usran oo, a0@ dunzd, aufln waswshving.
miﬂ%fuﬂ;aiﬁ'amul"ﬁﬂ%aLﬁmuumaaﬁﬂ@ﬂfﬂﬁ
wasshadayauuugin 64. 1sarsinalulad
RNIFULNA NINYIAN-TUIAY 2555; 8[2]: i 1-7.
Mulliner C, Borgaonkar R, Stewin P, et al.
SMS-Based One-Time Passwords: Attacks and
Defense. Detection of Intrusions and Malware, and
Vulnerability Assessment (DIMVA); 17-19 July 2013;
Berlin. Springer; pp. 150-159.

nie Y3Ana, Unlang Midy. maiuanuyasnsis
wazdszdndaiwlunisusedaainu SMS. The
National Conference on Computing and Information
Technology (NCCIT); 9-10 Woi#n1ad 2555;
Emkei’s Instant Mailer. [online]. 2013 [cited 9 June
2013]; http://emkei.cz.

Fake Sms Sender 1.10. [online]. 2013 [cited 19 May
2013]; http://www.androidaapps com/c-65- commu
nications/detail-34780-fake-sms-sender-1-10.html.
Welcome to faketext.net. [online]. 2013 [cited 19 May
2013]; http://www.faketext.net.
seTafpanInssnlugduny SMS. [online].2013 [cited
8 May 2013]; http://www.it24hrs.com/2013/sms-fake-
app-fake-mobile-banking.

\faudt Internet Banking JUuuulna Ysamdugm
danangudasy muveslowduesn gynauua.
[online].August 2013 [cited 6 May 2014]; http://www.
it24hrs.com/2013/hack-otp-banking-change-new-sim-
card.

Worldwide Smartphone Sales to End Users by
Operating System in 3Q13. [online]. Nov 2013 [cited
21 Dec 2013]; https://www.gartner.com/newsroom/
id/2623415.

Nahari H, Krutz R. Web Commerce Security: Design
and Development. 1% ed. Indianapolis: Wiley, Inc;

2011.

23.

24.

25.

26.

27.

J Sci Technol MSU

Kang L, Xiang J. CAPTCHA Phishing: A Practical
Attack on Human Interaction Proofing. International
Conference on Information Security and Cryptology
(Inscrypt); Beijing, China. pp. 411-425.

Schaad J, Housley R. Advanced Encryption Standard
(AES) Key Wrap Algorithm. IETF, RFC 3694,
September 2002.

Eastlake D, Jones P. US Secure Hash Algorithm
(SHA1). IETF, RFC 3147, September 2001.

Rivest R. The MD4 Message-Digest Algorithm. IETF,
RFC 1320, April 1992.

Rivest R. The MD5 Message-Digest Algorithm. IETF,
RFC 1321, April 1992.



