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ABSTRACT

Various preventive and responsive measures have been developed to mitigate the
risk of cybersecurity attacks. Enhanced cybersecurity is now crucial to safeguard
computer systems against malicious attacks. Implementation of the Personal Data
Protection Act (PDPA) in June 2022 mandated compliance by all companies and
government units operating in Thailand. Non-IT organizations have experienced
significant challenges in adapting and meeting the requirements of this national
regulation due to the time and resources required for comprehension and
evaluation. This research proposed a novel online self-evaluation system (M-SES)
for assessing compliance with the PDPA and related Thai cybersecurity legislation.
The M-SES was developed based on a customized framework incorporating
ISO/IEC 27001:2013, PDPA, and the Thailand Computer-related Crime Act (CCA).
This tool was validated by ten experts from industrial and government sectors and
comprised 26 cybersecurity controls. To mitigate the self-evaluation biases of the
respondent users, this study adopted a web scraping technique to search for
cybersecurity keywords in the data crawled from organizational websites. The final
evaluation score was then calculated from the self-evaluation score and the web
scraping score and an adjustment factor was applied to indicate the overall
cybersecurity implementation status. The system prototype was tested using three
organizations from different sectors, yielding cybersecurity implementation levels of
one fully implemented and two moderate adoption. Our evaluation offers a practical
and time-efficient approach to enable Thai companies to adapt to the national
cybersecurity regulations.

Keywords: cybersecurity standard; ISO/IEC 27001:2013; Personal Data Protection Act (PDPA);
Thailand Computer-related Crime Act (CCA); web scraping; implementation levels

technologies provide numerous benefits from leisure
activities to online trading, social networking, and internet

Computing devices such as smartphones and computers banking. However, the convenience of these technologies
have now become important factors for daily living brings the risks of losing money and property. In 2019, 4.1
and connection to the expansive digital world. These billion personal data records from various websites were
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exposed to the public (Samsel, 2019), leading to an
estimated economic impact of $6 billion due to security
threats (Morgan, 2020).

Several methods have been proposed to protect
application data including source code reviews (both
static and dynamic analysis) and penetration testing
(Shebli & Beheshti, 2018). Despite their popularity, these
methods are time-consuming and costly, requiring experts
to thoroughly review the software. As an alternative, many
companies now adopt security standards to comply with
national regulations (Sandfreni & Adikara, 2017; Nwafor
et al, 2012). Security standards serve as guidelines to
protect against and mitigate the effects of attacks.
Prominent examples include ISO/IEC 27001:2013 by the
International Organization for Standardization, NIST SP-
800 from the National Institute of Standards and
Technology, which provides best practices for information
security management, and the COBIT 5.0 framework from
ISACA (International Organization for Standardization,
2021; National Institute of Standards and Technology,
2021; ISACA, 2021).

The ISO/IEC 27001:2013 standard is comprehensive
and widely recognized for its coverage of Information
Security Management Systems (ISMS). However,
implementing this framework can be time-consuming and
costly, often taking almost a year and involving monthly
meetings and extensive documentation (International
Organization for Standardization, 2021; The British
Standards Institution, 2021). The cost for small to mid-size
businesses can exceed a million Baht (Thai Credit
Guarantee Corporation, n.d.; Department of Disease
Control, n.d.). Thailand enacted the Personal Data
Protection Act (PDPA) in 2019 to safeguard personal data
from unauthorized access and leakage (Personal Data
Protection Act B.E. 2562, 2019). The PDPA outlines
requirements for data collection, manipulation, and
publication to protect user information collected for
business purposes. Compliance with the PDPA is
mandatory in Thailand but the regulations can
be complex and time-consuming for non-IT practitioners
to understand and implement (Tirumala et al, 2019;
Jinquan et al, 2020). The challenges to implement
security controls or standards include 1) lack of financial
resources and 2) lack of cybersecurity knowledge and
skills (Thamrongthanakit, 2023).

No guidance has been offered to help practitioners
evaluate the cybersecurity risks. To bridge this gap, this
research developed an online self-evaluation system to
identify security weaknesses and assist companies to
comply with the cybersecurity standards. The ISO/IEC
27001:2013, PDPA, and the Thailand Computer-Related
Crime Act (CCA), encompassing 26 cybersecurity controls
across three domains, were integrated as 1) organizational
security policy, 2) personal data protection and access
control, and 3) log management. Users evaluated their
cybersecurity implementation at five levels ranging from
‘unaware’ to ‘fully implemented’, interpreted from the
final security score calculated using the self-evaluation
and web-scraping results. This system also provided users
with assessments and suggestions to improve their
business processes and data protection. The contributions
of this study are explained below.
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1. The security standards were mapped to create a new
cybersecurity self-evaluation online questionnaire,
combining the ISO/IEC 27001:2013, PDPA, and the
Thailand CCA. This mapping simplified ISO/IEC
27001:2013, allowing timely compliance with Thailand's
cybersecurity regulations. An online self-assessment
system with 26 cybersecurity-standard controls was
proposed to evaluate corporate implementation levels.

2. The self-evaluation bias was reduced by applying a
web scraping technique together with natural language
processing (NLP) to find existing security-related
keywords elicited from each cybersecurity control on
the official websites of user-provided URLs. This
enhanced the reliability of the self-evaluation.

3. A description of each security level was interpreted
from the security score, calculated using the adjustment
factor technique on self-evaluation and web scraping
data to provide suggestions for improvement regarding
the 26 mapped cybersecurity standards.

2. MATERIALS AND METHODS

The initial stage for implementing an information security
management system involved a “gap analysis”, typically
conducted as a paper-based evaluation of security
domains. Experts or auditors then assessed the online
security status of companies following the selected
security standards (IT Governance, 2021). Nal-Karaki et al.
(2022) developed an online application for cybersecurity
assessment in the United Arab Emirates (UAE). They
created a security index by mapping UAE national laws to
ISO/IEC 27001:2013 standards and validated their method
with the Institute of Applied Technology (IAT) in Abu Dhabi.
Results confirmed company compliance with both
international and local standards.

However, this UAE-based method cannot be applied
in Thailand because of differences in national legal
frameworks. Currently, no online self-evaluation or gap
analysis tool is available in Thailand, presenting a
challenge for non-IT businesses to align their operations to
meet the national PDPA regulations. This study developed
an accessible, easy-to-use cybersecurity evaluation survey
system to assist companies to identify their necessary
requirements.

A web-based self-evaluation system was proposed
comprising two main components. First an online
self-evaluation questionnaire generated from the
cybersecurity controls and derived from the ISO/IEC
27001:2013, the PDPA, and the CCA with 26 cybersecurity
controls. This proposed system used a web-scraping
technique to investigate the existing cybersecurity
keywords published on the company official websites
to cross-check with survey input and reduce bias in the
online questionnaire. Natural language processing was
implemented to extract the information, reduce word
ambiguity, and enhance the matching likelihood. Second, a
cybersecurity implementation level was computed with
scores ranging from 0 to 5 from the self-evaluation survey
and web scraping using the adjustment factor calculation.
Figure 1 shows an overview of the framework of the
proposed system.
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Figure 1. An overview of the proposed system

Our proposed cybersecurity self-evaluation system
operates through a series of interconnected processes, as
illustrated in Figure 1. Users first register their information
such as name and company details, which are securely
stored in the database (Figure 1). After logging in,
users engage in an online assessment by completing a
cybersecurity questionnaire consisting of 26 questions to
evaluate various aspects of cybersecurity implementation.
Simultaneously, to mitigate potential biases inherent in
self-reported data, the system uses web scraping to crawl
information from user-provided URLs of their official
company websites, extracting cybersecurity-related
keywords through NLP (Figure 1). The system next
performs the cybersecurity score calculation on self-
evaluation using the average score from the questionnaire
and a percentage of cybersecurity controls, with keywords
identified from the web scraping (Figure 1-3b). An adjustment
factor is then applied to finalize the cybersecurity score
and determine the cybersecurity implementation level.
Our integrated approach ensured a nuanced and thorough
evaluation of cybersecurity standard controls, balancing
user-provided information with objectively gathered data.
The following subsections detail the proposed methods.

2.1 Registration

Our system was implemented with Java and the Spring
Boot framework as a web application that contained an
online survey asking 26 questions about cybersecurity
elicited from three distinguished standards. The web-
scraping feature was used to investigate published
information on the provided URLs of the users’ official
company websites. Most users created an account and
provided information before starting the evaluation. The
company URLs were used for the crawling process in web
scraping.

2.2 Online evaluation

2.2.1 Users’ self-evaluation of the cybersecurity
questionnaire

The relevant security standards and acts were examined
to create a time-efficient tool for cybersecurity self-
evaluation that allowed companies in Thailand to comply
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with the PDPA directive, using the information security
management system standard, ISO/IEC 27001:2013
(International Organization for Standardization, 2021) as
a comprehensive security guideline. The PDPA and the CCA
are mandatory acts that all Thai companies must follow.
Table 1 compares the differences of involved security
domains between each standard and related act. The first
column presents the control indexes and security domains
of ISO/IEC 27001:2013 Annex A, which encompasses 14
security domains on 114 security controls (hereafter, “ISO”
refers to ISO/IEC 27001:2013). The second column
represents the PDPA, which is a subset of the ISO’s
“Compliance: Internal and external” domain (A.18) and
partially overlaps with the “Cryptography” domain (A.10).
The third column depicts the CCA, which addresses
cybersecurity activities and punishment terminology. Our
comparison revealed that the CCA aligned with portions of
the ISO’s “Access control” (A.9), “Physical and environmental
security” (A.11), and “Compliance: Internal and external”
(A.18) domains.

Table 1 illustrates the PDPA and CCA cover on several
security domains of the ISO, reflecting their objectives. The
PDPA focuses on privacy and personal data protection,
while the CCA addresses security-related criminal
terminology and punishments. This observation led us to
question, “What is a suitable security evaluation that is
both time-efficient for auditing and implementation?” The
ISO security standard comprises 14 security domains,
including 114 security controls, but is not suitable for
assessing all ISO security controls during a self-evaluation.
The process is time-consuming, and not all security
domains are mandated in Thailand. Therefore, we
conducted a mapping process to reduce several security
controls and Thailand’s cybersecurity acts to identify the
most dominant security domains that influenced others.
This analysis revealed that “Information Security Policies”
should be established first, as the other security domains
could not be implemented without this foundation. The
selected security domains, presented in Table 2, were
adopted into the cybersecurity self-evaluation. The
“Information Security Policies (A.5)” from the ISO served
as a primary security domain in the questionnaire. The
second component was derived from the PDPA, which
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aligned with the “Compliance: Internal policies and
External laws (A.18)” domain of the ISO. The “Access
Control (A.9)” domain was also selected as corresponding
to “Log Control and Management” in the CCA. Lastly, the
“Physical and Environmental Security (A.11)” domain was
selected to map with the “Physical and Access Control” of
the CCA.

Table 1. The security standards and related acts

These security domains covered all cybersecurity
aspects mentioned in Table 1, comprising the three
mapped cybersecurity domains: Information Security
Policies, Personal Data Protection, and Information
Management. Twenty-six cybersecurity controls were
incorporated into this cybersecurity self-evaluation
framework and explained as follows.

ISO/IEC 27001:2013

PDPA CCA

A.5 Information security policies

A.6 Organization of information security

A.7 Human resource security

A.8 Asset management

A.9 Access control

A.10 Cryptography

A.11 Physical and environmental security

A.12 Operation security

A.13 Communication security

A.14 System acquisition, development and maintenance
A.15 Supplier relationships

A.16 Information security incident management

A.17 Information security aspects of business continuity management
A.18 Compliance: Internal such as policies and External such as laws

X X X X

artial

=
WK X X X X X SUX <X X X X

LXK X X X X X X

Table 2. Selected security domains for the new proposed cybersecurity self-evaluation

Control
number

ISO/IEC 27001:2013

PDPA CccA

Information security policies domain
1 Information security policies (A.5)
Personal data protection domain

2 Compliance: Internal such as policies, and external such as laws (A.18)

Information management domain
3 Access control (A.9)

4 Physical and environmental security (A.11)

Personal Data x
Protection Act

x Log control and
management

x Physical and access
control

a) Information security policies domain

The cybersecurity controls within the information security
policies domain evaluated company policy and the
leadership’s acknowledgment of cybersecurity. This domain
played an important role as the core of cybersecurity
governance, comprising five cybersecurity controls primarily
derived from ISO/IEC 27001:2013 Annex A, as explained
in Table A1 of Appendix A.

b) Personal data protection domain

This cybersecurity domain formed the main part of our self-
evaluation. It addressed company mandatory compliance
requirements and comprised four subdomains based on
the PDPA as 1) data collection process, ensuring that
companies obtained users’ consent before collecting personal
data; 2) data publishing evaluation, involving the consent
process for transferring data to third parties; 3) data owner
rights, addressing users’ rights to access or delete their data;
and 4) data protection officer, requiring staff members to
manage data responsibly. Table A2 (in Appendix A) presents
a comprehensive overview of these 14 controls comprising
the four cybersecurity subdomains.
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c) Information management domain

This cybersecurity domain, mapped from the CCA,
regulated users’ access to the systems and mandated
appropriate log retention. There were two subdomains:
1) access control, which focused on limiting users’ access
to the system, and 2) log management, which involved
controls for managing system logs. These subdomains
encompassed seven controls, as explained in Table A3 of
Appendix A.

d) Cybersecurity controls validation

To validate the comprehensiveness and practicality of our
proposed cybersecurity self-evaluation tool against
relevant Thai legislation, we invited cybersecurity experts
from both industrial and government sectors to participate
in the research. These experts had different working
experiences in educational institutions, private sectors,
and local municipalities. Ten experts responded and rated
our survey for the proposed 26 mapped cybersecurity
controls. The percent agreement method (Altman, 1991)
was used to assess the inter-rater reliability and
agreement among the raters. The experts could decide to
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agree (1), be neutral (0), or disagree (-1) with the proposed
cybersecurity controls across the three cybersecurity
domains. Results showed an 89.29% agreement across all
the raters for all items. This high level of agreement was
further supported by a 98.93% agreement of all individual
ratings (rated as 1). The discrepancy between these two
percentages was due to a small number of items (3
answers out of 260 total rated answers) where one or two
raters disagreed with the majority. We investigated some
of the disagreements and discussed them with the raters.
Results revealed that some raters were unfamiliar with
certain cybersecurity controls, e.g., log management, which
is a technical aspect and not a part of the PDPA regulation.
Our results showed that the experts assessed these
cybersecurity controls with almost unanimous agreement.

This process highlighted a clear understanding and
unambiguous evaluation of the proposed questionnaire as
an effective cybersecurity assessment tool. The final
version of our proposed self-evaluation tool was
distributed to companies to assess their compliance with
the national cybersecurity legislation (Figure 1).

2.2.2 Web scraping

Web scraping is a technique used to extract interesting
data from a website. Glez-Pefia et al. (2014), and Kinne and
Axenbeck (2019) showed the advantage of web scraping
as affirmative data collection rather than using a
questionnaire. This research used web scraping to collect

[ Website address ] —

data from company websites and employed this as a web
mining resource to cross-check the questionnaire results
(Figure 1). Mirtsch et al. (2021) used web scraping to
extract ISO/IEC 27001:2013 certificate keywords from
firms in Germany. Their findings revealed the reliability of
data on official company websites, with keywords crawled
on the web.

To prevent potential biases in the self-evaluation
responses, we adopted the web scraping method utilized
in Python together with a natural language toolkit (NLTK)
(Loper & Bird, 2002) to extract and analyze website
contents based on predefined keywords. This approach
calculated the web scraping score corresponding to the
proposed cybersecurity controls integrated into the
questionnaire. Figure 2 shows the web scraping process
and score generation, beginning with receiving the users’
official company website address. Then, the web scraping
sends a request to the provided URL to obtain an initial
response from the targeted website before generating
twenty unique hyperlinks to establish a crawler depth
within the website’s structure. These hyperlinks serve as
entry points for crawling and extracting content from
multiple pages across the website. In our proposed
system, the content cleaning technique was applied to
remove extraneous elements such as HTML and script
tags. The refined data were consolidated into an output
file, serving as the resource for the subsequent extraction
of keywords.

Web scraping
26 cybersecurity A set of keywords,
corzltgolls from _— related to each —_— 3 Keyword extraction
2'2'1 'E) cybersecurity
2.1-b) control
2.21-¢)
4 Score calculation

Figure 2. The proposed web scraping process

In Figure 2-3, the NLTK provides robust natural
language processing to mitigate the false positives often
associated with regex or simple string matching. The Thai
language processing was performed using PyThaiNLP
(Phatthiyaphaibun et al.,, 2023). The keyword extraction
used 26 sets of provided keywords, related to each

Silpakorn University

cybersecurity controller, to match with the crawled contents
tokenized into sentences from the generated output file of the
website’s response message. A detailed breakdown of these
keywords is shown in Table A4 of Appendix A. Both English
and Thai keywords were used to target the cybersecurity
controls. The calculation process was used to calculate a



M-SES: An online cybersecurity self-evaluation system to mitigate the risk of cybersecurity attacks in Thailand

score by matching the crawled sentences with the provided
keywords for each cybersecurity control. If keywords were
found, then a score of 1 was assigned for the cybersecurity
control; otherwise, a score of 0 was assigned. We also
manually verified the correctness by rechecking the
sentences that contained keywords. The system repeated
this process until all sets of keywords for the 26 cybersecurity
controls were computed.

2.3 Cybersecurity score calculation

The data collected from both the users’ self-evaluation
and the web scraping process were converted to a unique
score to define the cybersecurity implementation level.
The operation was separated into three calculations
(Figure 1) as follows.

a) Cybersecurity control average score

To identify the implementation levels of the 26 proposed
cybersecurity controls, a ranking score system from 0 to
5 was used. This score indicated the level of
cybersecurity implementation split into six levels as ‘not
performed’, ‘performed informally’, ‘planned’, ‘well-
defined’, ‘quantitatively controlled’, and ‘continuously
improving’. These indicators were adapted from
research by Kinne and Axenbeck (2019), together with
the ISO, and described in Table 3. This online self-
evaluation required users to complete all 26 questions
regarding the mapped cybersecurity controls. For each
question, the users selected an answer that best

reflected the level of cybersecurity implemented in their
organization, ranging from 0 to 5. Then, the 26 self-
evaluation answers were averaged using Equation 1:

Q = =¥los; (1)
where;
Q is the cybersecurity average score.
n is the total number of cybersecurity controls.
i is a sequence of cybersecurity controls.
sis the score of cybersecurity implementation level in
each control.

b) Web scraping score

To calculate the score from the web scraping results, we
assigned a value of 1 if the keyword for that cybersecurity
control was found. Otherwise, we assigned 0 if we could
not match any related keywords of that cybersecurity
control. The total score was then computed as an average
of the 26 controls, representing the proportion of found
cybersecurity controls with matched keywords relative
to the total number of cybersecurity controls, and
mathematically expressed as:

W= 3L 2)
where;
W is the web scraping score.
Si is the number of found cybersecurity controls.
n is the total number of cybersecurity controls.

Table 3. Evaluation score levels for each cybersecurity control (Kinne & Axenbeck, 2019)

Level Implementation Definition

scores stages in ISO/IEC 27001:2013

0 Not performed The controls and security plans are non-existent.

1 Performed informally The control area’s fundamental procedures are often carried out on an as-
needed basis.

2 Planned The control area’s fundamental security requirements are planned, carried
out, and repeated.

3 Well defined The processes are more developed than Level 2, repeatable, approved, and
applied across the entire organization.

4 Quantitatively controlled The process is gauged and confirmed (e.g., auditable).

Continuously improving

The standard procedures are continuously updated and revised.

c) Final score adjustment

The final cybersecurity score represented the total score
combining the questionnaire averaged score and web
scraping score, calculated using an adjustment factor. First,
we scaled the web scraping score to within a range of 0-5.
Due to some limitations in our web scraping process, we
could not extract the text from images and from all pages
of a website; therefore, we optimized the adjustment factor
to a weight of 30%. This approach best balanced the self-
evaluation average score. Then, we set up the interval of
the final cybersecurity score calculation from 0 to 5. The
pseudo code below explains how the adjustment factor
was applied for the final score calculation.

Let:
e (= Self-evaluation averaged score (range: 0.0-5.0)
e W =Web scraping score (range: 0.0-1.0)
e = Adjustment percentage (e.g., 0.30 for 30%)
Then:
1. Scale the web scraping score (W'): W' =W *5
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2. Adjustment factor (AF): AF = a(W'- Q)
3. Adjusted score (AS): AS = Q + AF
4. Final adjusted score (FAS): FAS = max(0, min(AS, 5))

where:
e max(0, x) ensures the score is not negative
e min(x, 5) ensures the score does not exceed 5

2.4 Cybersecurity score interpretation

The system ultimately adjusted the final score for each
company categorized into five distinct cybersecurity
implementation levels. This final score was classified into
cybersecurity adoption levels, as illustrated in Table 4. The
cybersecurity implementation levels were distinguished as
1) unaware: no cybersecurity controls were implemented,
2) partial adoption: cybersecurity controls were implemented
in an ad-hoc manner, 3) moderate adoption: cybersecurity
controls were planned and are being implemented but
with no monitoring measures, 4) almost complete
adoption: the cybersecurity controls based on planning
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were implemented, and 5) fully implemented: all
cybersecurity controls were implemented and evaluated.
This approach offered companies a clear understanding of

their current cybersecurity implementation stage and the
actionable insights required to enhance their cybersecurity
performance.

Table 4. The cybersecurity implementation stages classified using the cybersecurity level final score (modified from

Nal-Karaki et al,, 2022)

Cybersecurity Score Definition

implementation levels

Unaware 0.1-1.0 No cybersecurity controls were implemented.

Partial adoption 1.1-2.0 Cybersecurity controls were implemented on an ad-hoc basis with no security
planning.

Moderate adoption 2.1-3.0 Planning and follow-up of cybersecurity controls were implemented but with no
control.

Almost complete adoption 3.1-4.0 Cybersecurity controls were implemented based on planning.

Fully implemented 4.1-5.0 Cybersecurity controls were evaluated and improved.

3. RESULTS AND DISCUSSION

3.1 Experimental results

We tested our proposed cybersecurity self-evaluation
system using only one educational organization when
Thailand’s PDPA was first established in late 2021. We also
invited a provincial hospital and a local municipality to
participate in this research in July 2024, representing
different operational sectors.

Each organization was asked to access our online self-
evaluation system. This system was user-friendly and
comprehensive, allowing the company representatives to
complete the assessment at their convenience. We reached
out to the key personnel who possessed a thorough
understanding of their respective IT infrastructures,
cybersecurity protocols, and operational procedures.

The first organization, coded as org-001, was an
information technology support unit in the educational
sector and the main department responsible for managing
and maintaining IT infrastructure and services. This
department employed 50 professional staff, including
software developers, database administrators, and network
engineers. Their main responsibility was to ensure the
smooth operation of IT systems, with oversight from the
board, to perform activities following institutional goals
and regulations.

The second organization, invited in July 2024 and
designated as org-002, was a large provincial hospital
center in the area employing over a thousand healthcare
workers, including medical professionals, administrative
personnel, and support staff. The hospital attended to
more than five thousand patients who visited regularly.
The sensitive nature of healthcare data and the critical
importance of maintaining patient privacy and system
integrity presented a unique set of challenges and
requirements for IT security and data protection.

The third organization invited to join the research in
July 2024 was a local municipality, coded as org-003,
responsible for providing a wide range of services to a city
with a residential population of around 11,000. Municipal
services typically include urban planning, public safety,
taxing, waste management, and various administrative
functions, and the IT infrastructure must be robust to
handle diverse operations while ensuring the security and
privacy of citizen data.
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The diverse nature of the three participating
organizations, spanning education, healthcare, and local
government sectors, allowed us to test the effectiveness
and applicability of our proposed cybersecurity self-
evaluation system across varied operational contexts. Each
sector presented unique challenges and regulatory
requirements, providing valuable insights into the versatility
and robustness of our proposed system. Table 5 summarizes
the experimental results for each organization’s
cybersecurity implementation level calculated using our
proposed system and presented in Figure 1. Org-001a was
invited to join the study in 2021. Their final cybersecurity
score was 1.4, indicating a partial implementation level,
and explained their situation at the start of Thailand’s
PDPA enactment. They received 1.4 for information security
policies, 0.7 in personal data protection, and 2.1 in
information management but 0.0 for web scraping. The
low web scraping score reflected the lack of knowledge in
how to implement the upcoming PDPA, while the first
version of our proposed web scraping technique matched
the core keywords of the standard to the crawled data to
identify an existing standard, with no matches found on
their official website in 2021. However, for org-001b, the
latest experiment in July 2024 showed an improvement in
proposed web scraping (Figure 2), and their official website
was updated to include regards the national cybersecurity
regulation. Org-001b achieved an average self-evaluation
score of 4.5 from a senior member of the institution, with
cybersecurity scores of 4.4, 4.3, and 4.7 for each cybersecurity
domain. The web scraping also showed a high score of 0.6
after crawling their official website, which provided a main
page showing published PDPA policies and regulations as
support for all company members. The final cybersecurity
score of 4.1 indicated that this organization had fully
implemented cybersecurity standards with frequent re-
evaluation and improvement of all cybersecurity controls.

The second organization (org-002) from the healthcare
sector achieved an average overall self-evaluation score of
2.4, with 2.4 in information security policies, 2.0 in
personal data protection, 2.9 in information management,
and 0.6 in web scraping. With a final cybersecurity score of
2.6, this organization had a moderate level of cybersecurity
adoption; they planned and followed the national
regulations but did not employ any staff to take care of this
concern.
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The third organization invited to participate in this
experiment, org-003, was a local municipality storing
residential data such as income, properties, and tax history.
This institution achieved an average score of 2.5 for the
self-evaluation, calculated from three domains of 2.3 in
information security policies 2.7 in personal data protection

and 2.6 in information management. Their web scraping
score was 0.2, with scant cybersecurity policy detailed on
their website. This organization achieved a final cybersecurity
score of 2.1, showing a moderate level of cybersecurity
adoption.

Table 5. Results from the proposed cybersecurity domains using a 30% adjustment percentage (o = 0.3)

No. Security domain Organization
org-001 org-001 org-002 org-003
(a)* (b)

1. Online self-evaluation

1.1 Information security policies 1.4 4.4 2.4 2.3

1.2 Personal data protection 0.7 4.3 2.0 2.7

1.3 Information management 2.1 4.7 2.9 2.6

1.4 Average self-evaluation score 1.4 4.5 2.4 2.5

2. Web scraping 0.0** 0.6 0.6 0.2

3. Final cybersecurity score 1.4 4.1 2.6 2.1

4. Interpreted implementation level Partially Fully Moderate Moderate

Note: * org-001(a) and org-001(b) are two different results from the same organization at different times: org-001(a) was tested in late

2021, while 001(b) was tested in July 2024.

** org-001(a) used a different technique for web scraping by searching with core keywords, e.g., “certified by ISO27001” while 001(b) used

our proposed technique in Figure 2.

The variation in self-evaluation scores across these
three organizations is noteworthy and may warrant
further investigation into the effectiveness of our proposed
self-evaluation system in different cybersecurity situations.
The web scraping results revealed significant differences
in publicly available cybersecurity information, with only
org-001 and org-002 showing cybersecurity content on
their websites.

3.2 Discussion
The cybersecurity implementation status of each invited
institution was analyzed. The IT support unit of the
educational institute, org-001, was first classified as partial
cybersecurity adoption in 2021 and then later classified as
fully implemented cybersecurity in July 2024. Org-001
applied and implemented all cybersecurity controls and
achieved high scores following our proposed self-evaluation
system. After manual investigation and analysis, the ISO/IEC
27001:2013 certification was awarded to this organization
in 2023. They also established a new Data Protection
Officer (DPO) department, responsible for providing and
regulating personal data protection. Cybersecurity policy
information is published on their official website, showing
enhanced transparency and reliability for stakeholders.
Our web scraping method confirmed that more than 60%
of cybersecurity controls were mentioned on their website,
with the majority as personal data protection domains.
The invited provincial hospital, org-002, was classified
at the moderate adoption level of cybersecurity. Org-002
had established cybersecurity policies, but these required
a thorough evaluation and improvement to enhance their
effectiveness. The personal data protection domain was
only partially implemented at the time of this experiment.
This lack of implementation was attributed to the unclear
regulations and the absence of a definitive direction within
the organization. In spite of this, org-002 recorded an
acceptable score of 2.9 in the information management
domain, suggesting significant implementation of the CCA
requirements, with partial access control and log

science, engineering
and health studies
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management. The relatively robust implementation in this
domain reflected that the CCA had been promulgated for
several years before our experiment, allowing time for
adaptation. By contrast, the web scraping results showed
that more than half of the cybersecurity controls were
found on their website. As with org-001, most of the
published information was related to personal data
protection domains. As a result, they under-evaluated their
cybersecurity controls during self-evaluation following our
proposed system, and this led to a slight enhancement in
the final cybersecurity score after computing the
adjustment (Figure 2-4).

The final cybersecurity score of org-003 was at the
moderate implementation level, aligning with their
established policies for cybersecurity control in the PDPA
domains with evidence of log management. However, web
scraping found only one URL dedicated to the PDPA of their
institution. Further analysis confirmed that org-003 only
employed one IT officer who was invited to participate in
this experiment. Like org-002, org-003 has not yet fully
implemented cybersecurity controls.

To enhance cybersecurity aspects and public trust, org-
002 and org-003 should 1) develop and implement a
comprehensive cybersecurity planning process, 2) address
the gaps in personal data protection implementation, and
3) regularly assess and improve existing cybersecurity
policies. However, org-003 showed increased transparency
by publishing appropriate cybersecurity-related information
on its official website. Following these three steps would
improve the cybersecurity implementation levels of org-
002 and org-003 and enhance their reliability in the eyes
of stakeholders and the general public.

4. CONCLUSION

This research proposed a novel online self-evaluation tool
to assess institutional cybersecurity implementation
levels. Our online tool integrated key elements from
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ISO/IEC 27001:2013, focusing on information security
policies, along with the requirements of the PDPA and the
CCA. This integration resulted in a comprehensive and
tailored cybersecurity evaluation.

Our proposed online system comprised two features: a
cybersecurity self-evaluation consisting of 26 cybersecurity
controls, categorized into three primary cybersecurity
domains, and a web scraping function that extracted
cybersecurity-related keywords from established websites,
serving to mitigate potential biases in user self-evaluation.
The final cybersecurity score was derived from an adjustment
calculation incorporating the results of both features to
provide a more reliable cybersecurity implementation
status assessment.

To validate the efficiency of the system, we conducted
experiments with three organizations invited from diverse
sectors. Twenty-six cybersecurity controls were proposed
and integrated into an online questionnaire which was
validated by ten experts. One of the three invited
organizations was classified as fully implemented, with
certification from the well-known ISO security standard,
while the other two earned a moderate adoption level, with
a lack of understanding about the cybersecurity acts and
limited equipment and labor resources. They also lacked
representation of cybersecurity-related information on
their official websites. This discrepancy significantly
impacted their perceived reliability among stakeholders.
Our proposed system could be adopted as an assessment
framework to indicate the status of cybersecurity control
implementation in Thai companies.
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Appendix A

Table A1. Information security policy domain and cybersecurity controls (International Organization for Standardization, 2021)

Controller number Details

Organization aspects

1 The company must identify both internal and external challenges that are pertinent to its goals and have an
impact on its capacity to carry out the information security management system’s planned outcome(s).

2 The organization shall determine:
a) parties with an interest in the information security management system; and
b) the information security requirements of these interested parties.

3 According to the specifications of this International Standard, the business must create, implement, maintain,
and constantly enhance an information security management system.

Leadership aspects

4 Top management must lead by example and show dedication to the information security management system.
5 The top management must see to it that roles with responsibilities for information security are assigned and
communicated.

Table A2. Personal data protection domains and cybersecurity controls (Personal Data Protection Act, 2019)

Controller number Details

Personal data collection

6 Unless it is impossible by nature, a request for consent must be given expressly in writing or electronically.
7 The consent of the data subject may be withdrawn at any time.
8 The consent of the person who has parental responsibility for the minor must be obtained in cases where the

minor is under the age of ten.

9 The Personal Data Controller must explain the reason for collecting, using, or disclosing the Personal Data to the
data subject when seeking their consent.

10 The Data Controller must notify the data subject of the following information prior to or at the time of the
collection of their personal information, unless they are already aware of it.

a) the reason for collecting the personal data, including any use or disclosure allowed by section 24 of
the act that involves collecting the data without the subject’s consent.

b) notification of situations in which the data subject must disclose personal information in order to
comply with alaw, a contract, or in order to enter into a contract, as well as notification of the potential
consequences if the data subject does not supply the requested personal information;

c¢) The personal information to be gathered and the time frame in which it will be kept.

d) Communication channel to the data collector.

11 Without the subject’s express consent, it is forbidden to collect any Personal Data pertaining to race, ethnic
origin, political opinions, cult, religious or philosophical beliefs, sexual behavior, criminal records, health
information, disability, trade union information, genetic information, biometric information, or any other
information that may have an impact on the data subject in the same way.

Data disclosure

12 Unless the Personal Data was gathered without the need for consent, the Data Controller may not use or disclose
Personal Data without the approval of the data subject.

13 The destination country or international organization that receives the Personal Data must have an acceptable
level of data protection if the Data Controller sends or transfers the Personal Data to a foreign jurisdiction.
Rights of the data subject

14 The data subject has the right to ask for access to and a copy of any personal information about them that the
data controller is in charge of maintaining.

15 The data subject has the right to object at any time to the collection, use, or disclosure of personal information
about him or her.

16 The data subject has the right to ask the data controller to delete or otherwise dispose of their personal
information.

The data protection officer

17 Advising the Data Controller or the Data Processor on how to comply with this act, as well as the employees or
service providers of the Data Controller or the Data Processor.

18 Examine the actions taken by the Data Controller or the Data Processor, as well as their employees or service
providers, with regard to the gathering, using, or disclosing of Personal Data to determine whether they are in
conformity with this act.

19 In the event that there are issues with the collection, use, or disclosure of Personal Data by the Data Controller
or the Data Processor, coordinate and work with the Office, as well as any staff members or service providers,
with regard to compliance with this act.
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Table A3. Information management domain and controls

Controller number Details

Access control

20 In accordance with the needs of the business and information security, an access control policy must be created,
recorded, and periodically evaluated.

21 To grant or remove access privileges for all user types to all systems and services, a formal user access
provisioning process must be put in place.

22 To enable the assignment of access permissions, a formal user registration and deregistration

23 Users must only have access to networks and network services for which they have been specifically granted
permission.

24 Owners of the asset must periodically review the access privileges of users.

Log management

25 Collect logs not less than 90 days and not exceed 2 years.

26 Backup the systems, operating system images regularly.

Table A4. The 26 sets of provided keywords (corresponding to each Cybersecurity Control explained in Tables A1, A2, and A3)

Cybersecurity controls

Keywords*

1. Internal and external challenges:

2. Interested parties and security
requirements

3. ISMS implementation

4. Top management commitment

5. Security roles and responsibilities

6. Consent request

7. Consent withdrawal

8. Parental consent

9. Explanation for data collection

10. Data collection notification

11. Sensitive data collection

internal challenges, external challenges, risk assessment, SWOT analysis, aswrinigaiglu, aanw
yAmaniguan, msszduanudss, organization goals, information security management system,
planned outcome, ihnargzavassins, sruumMssAmIANNIRAIaaassaIauIne, naswiinaunu 13, threat
analysis, vulnerability assessment, gap analysis, msfiaszinzgnaw, mtszduanudes, masamzi
789319

stakeholders, interested parties, security requirements, gifduldgaumdy, dofmuadmauyaaanis,

information security management system, parties with interest, information security needs,
FEUUMIIANInWABAIYRaAABsIIMING, YanaTiiLITey, AnwdasndunwYseanstays, privacy

requirements, data protection needs, gﬁﬁbw‘“aa

ISMS, information security management system, suLUSmITsamIANuLaLsaas B ITHNA,
implement, maintain, improve, International Standard, éufiunms, thyssnw, Ysiy, sasgmaina,
security controls, policy implementation, security policy, n1sawquedtuanuraaads, nisdudunloue,
wlywngnnuiasass

leadership commitment, top management, mva/ajw”iwmg,fu?ms, #unmizaugy, lead by example,
show dedication, information security management system, «fuuyvag, UFIIATITLY, TTULNT
Samsnnusiuasseassmsawng, executive support, management endorsement, commitment to
security, mssiuayuanguing, masusesanguinig, ﬂvvmg’m"iwiamwﬂnawn”ﬂ

security roles, security responsibilities, unundmaawrasanis, awsudatevdmawrasasis, assign
roles, communicate responsibilities, information security, fmuaunun, FomsanwsuAiazay, A
:fﬁﬂnjﬂaﬂn@ﬁayﬂ, role assignment, responsibility delegation, security duties, niswaunangunun, ms
woumgaNsLAaTeY, miriamaulseaiy

consent request, written consent, electronic consent, mswaanwiugaw, arwiugauduarusnsalanss,
express consent, request for consent, anwiuseniivaian, druannuiusey, explicit consent, digital
consent, fduganagTalan

consent withdrawal, revoke consent, msnaunawineaw, innnauauiusey, withdraw consent,
cancel consent, nauniwinsaw, snifnanuiusew, retraction of consent, consent cancellation, nsaau
Adugay

parental consent, minor consent, awiusasvasinasas, Anwiusendmivgierd, consent of guardian,
consent for minors, parental responsibility, anuiuvauanginasas, anwiusedmivgiend, Anuiudazoy
vavginasey, child consent, guardian approval, arwiuveuvesin, nsaysiavaseiinasas

reason for data collection, purpose of data collection, woualumaivdays, Jaguszasdlumiiivdoya,
explain data collection, data use, data disclosure, afusmaAvdays, ms 157oya, mudansdoya, data
collection rationale, purpose explanation, mgualunsrausangayas, maasuiwiagussad

data collection notification, prior notification, mausufuvaya, nudssamis, inform data
collection, notification of data use, data subject, ussmuAvdaya, n1sudinislsdaya, iFwesdoya,
collection notice, information disclosure, mudamsrwrndaya, madawsdeys

sensitive data, special category data, dayagaulna, Jayarhzunniias, collect sensitive data, express
consent, data subject impact, «iuzayagauln, Anuiugaufitaian, wansznudai1vasdaya, sensitive

information, special data, w”ayaﬁb’au?m, doyaiia

* aligned with the same sequence as in the system source code (combined Thai and English)
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Table A4. The 26 Sets of provided keywords (corresponding to each Cybersecurity Control explained in Tables A1, A2, and A3)

(continued)

Cybersecurity controls

Keywords*

12. Data use and disclosure

data use, data disclosure, n1sl79aya, madanesays, use of personal data, approval of data
subject, data controller, nslsvayagiuynns, mieydavendasdoys, daiwguraya, information usage, data

sharing, msls9aya, msudsudaya

13. International data transfer

14. Data subject access rights

15. Right to object

16. Right to erasure

17. DPO advisory role:

18. DPO compliance monitoring

19. DPO coordination

20. Access control policy

21. User access provisioning

22. User registration and

deregistration

23. Network access control

24. Access privilege review

25. Log retention

26. System backup

international data transfer, cross-border data transfer, mslaudayaszninyazing, madwlaudayadin
wauuan, transfer of personal data, foreign jurisdiction, data protection level, nslaudayadauyana,
wwadwnamasaiizing, ssaunsundasdaya, data export, international transfer, mdsaandaya, madulau
Jayaszninaszing

data access rights, right to access personal data, #nflunadifisdaya, anslumsveduudoyasauyaaa,
access to personal information, data subject rights, maintaining data, mshisayasauyana,
anfvendrwasdays, myinwrays, right of access, personal data access, anslunisiwnis, mafadayasaued

right to object, objection to data processing, nslumsdasdiu, n1sdadumatszuianataya, object to
data use, data subject rights, data collection, dadumslsgays, Anfvandrvesdoys, maivdeys, data
objection, processing objection, mssadiugaya, nasasunzians

right to erasure, right to be forgotten, #nslumsauvaya, a’?wﬁw"bsgnﬁu, delete personal data, dispose

of information, data subject request, susayasiuyana, fsadays, drusvesdrvasdoys, data deletion,
information erasure, msauvays, mIavtaya

DPO advice, data protection officer advisory, duuziian DPO, uwmnﬁ'ﬂ?ﬂm‘yam”mﬁvﬁé&ﬂiaﬁaymm
ynna, advise on compliance, DPO role, data controller, data processor, TifuzdnAbanunfuaas,
unymzas DPO, gawgutaya, diszuaanadays, compliance advice, DPO duties, duusidunrsfiaam,
miitves DPO

DPO monitoring, compliance examination, nisasssseunsufjiiamungnuielas DPO, nmsasageunisujua
@, monitor data activities, compliance with act, data use examination, damufisnsandaya, Ujia
awngwnane, nIassaeumslivayas, data protection monitoring, compliance checks, msdamunisguasas
7aya, myaTvFauMIUfudaw

DPO coordination, data protection coordination, msJzaunuves DPO, mvszamnudumsgunsas
Jaya, coordinate data protection, work with office, compliance issues, dszamnuntsguasasdaya,
vhownudniney, dymmsdfuaew, DPO collaboration, data protection tasks, msiszausuzvas DPO,
SMAUNIIFNATIITEYA

access control policy, ulswsaugumuiiis, create policy, document policy, review policy,
business needs, a¥ulowg, vuiinuleing, nunawuleis, anwdasniagsiis, access policy, policy
development, ulsyrsmndade, meswamiulee

user access provisioning, mm”@nviﬁwﬁrnvﬁLﬂfvﬁdwaag'Yi grant access, remove access, user types,
systems and services, Tiansmmahds, endnmsdads, aznngld, szuuuszuSms, access management, user
privileges, nsiamamndhiy, fnsiiasvasgls

user registration, user deregistration, mmmrzﬁme«"li mwmﬁnmmm:zﬁyueﬂ‘zﬁ assign access
permissions, formal process, registration system, VoUANEMSIEAAY, nrsUaumINIeS, sruvasneden,
user enrollment, deregister users, msswmeiougls, nsonidngls

network access control, mmwgunmihiiuniesng, grant network access, network services,
specific permission, liansmanthinasess, vimanasers, Ansianiz, network permissions, access
network services, mslianFiasorne, madrfasmsnaiariy

access privilege review, mmunauinsnmasiis, review user privileges, asset owners, periodically
review, wuw:uﬁw?g“lvj’, wwasniwdau, nunawiuszes, access rights review, privilege reassessment,
mmwvuﬁwﬁrnm%ﬁa, mtssiduan e

log retention, log collection, maiiushwdan, maiuyuiindaya, retain logs, collect logs, log retention
period, «fivsnedan, sausawden, szezasinmnivsen, log storage, log duration, mssmuivaen, szeziammaifivden
system backup, operating system images, msdasayarzyy, nwazuudfianig, backup systems,
regular backup, data integrity, #savdoyaszuy, drsasdayaidulszs, anwauysafvesdays, data backup,
system redundancy, msdsasdaya, AT TauTassEUY

* aligned with the same sequence as in the system source code (combined Thai and English)
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